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YayuweHus n HoBble PYHKLUN

B aBTOHOMHbIN pexunm gobaBneHbl GyHKLUN AnHamuyeckon mapwpyTtusaumm RIP n OSPF.

B aBTOHOMHbIN pexxum gobaBsieHa BO3MOXHOCTb HAaCTPOWKM Yepe3 NHTepdenc KoMaHAHOWM
CTPOKM.

B aBTOHOMHbIN pexum gobaBneHa BO3MOXHOCTb Nepe3arpy3ku no pacnmcaHuto.
B aBTOHOMHBIN pexunm gobasneHa nogaepxka cepsepos DHCPv6 PD.
[obaBneHa noaaepxkka cnegyrowmx onumin DHCP:

e OnuuA 2: CMeLLeHNe BPeEMEHN;

e onuusa 42: 3anyck cetn yepe3 NTP-cepsep;

e onuwa 67: cepsep TFTP;

e onuwusa 252: URL-agpec WPAD;

e KkacTtoMmzauma onumm DHCP.
[lobaBneHa BO3MOXHOCTb HacTponkn MRU ansa PPPoE.
[obasneH nonHbin pexxum ana OpenVPN.
JobasneHa noasep>xka pesepBmpoBaHus IPsec.
Ana noakntoueHms IPsec gobasneHa noaaepxxka SHA2-384 n SHA2-512.
[obaeneHo VPN-nogknroueHne WireGuard.

[obaBneHa BO3MOXHOCTb nmnopta 3anucn DHCP-pe3epBrpoBaHua 1 3kcnopTa 3anucu
npwueasku IP- n MAC-aapecos.

B pexxum koHTpoanepa fgobasneHa BO3MOXHOCTb duabTpaunmn URL-agpecoB no katoveBbim
csi0BaMm.

B pexxum koHTpoanepa gobaBneHa BO3MOXHOCTb M3MeHeHNa naeHtnukatopa noprta VLAN.
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Ana mDNS go6aBneHbl cneayrowme onunn: «Cepauc Bonjour», «CepBuc» n «KnmeHtckas
CeTb».

[obaBneHa QyHKLMA NPUOPUTU3ALUN.
JobaBneHa BO3MOXHOCTb KactToMm3aunm DDNS.
[obasneH npokcu-cepsep DNS ¢ noagaep>xkon DNSSEC, DoH n DoT.

[obaeneHa ayteHTndmKauma LDAP ans nogkntoueHunin PPTP, L2TP, OpenVPN u Beb-
ayTeHTUdUrKaumun. Beb-ayteHTndmkauma paboTtaet TONbKO B aBBTOHOMHOM pexXuMe.

[ob6aeneH moct VLAN: Tenepb MOXHO npuBsA3aTtb Heckonbko cetert VLAN Kk ogHOMY
nHtepdeincy LAN.

[lobaBneHa BO3MOXHOCTb Ha3Ha4aTb nepegavy VolP-Tpadurka Ha onpeaenérHbii nopt WAN,
a Takxe paspewatb nopty WAN nepesgasatb To1bKk0 VolP-Tpaduk.

JdopaboTtaHa nornka obpabotkm atak Large Ping 1 WAN Ping.

NcnpaBneHHble olwnbkKun

NcnpaBneHa owmnbka, n3-3a kotopon DHCP-cepBep He Mor npucBouTs IP-agpec npu
otnpaske DHCP-3anpocoB OT MHOXeCTBa KJIMEHTOB O4HOBPEMEHHO.

NcnpaBneHa owmnbka, n3-3a KOTOPOW NPUCBanBasICA HEBEPHbIN 3ape3epBNPOBAHHbBIN
IP-agpec.

NcnpaBneHa meaneHHas 3arpyska npu Bxoae B Beb-nHTepdenic ¢ bpaysepa Chrome Ha agpe
Linux.

NcnpaBneHa owmnbka, n3-3a KOTOPOW Npu BKAOYeHUN peTpaHcaaTopa mDNS Bo3Hukana
yTeuka namari.

NcnpaBneHa owmnbka, 13-3a KOTOPOW Y KIMEHTOB He Bbl10 OCTyna B MHTEPHET, eC/1n B Nnoae
pa3peLwénHbix agpecoB WireGuard VPN 6biiv ykazaHbl O4HU HYAW.

NMpumeuaHuna

HacTtpoiiku yctpoictBa He ByayT yTepsiHbl mocae 06HOBEHWS.



